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ABSTRACT

Foundation models (FMs), such as Large Language Models (LLMs),
have revolutionized software development by enabling new use
cases and business models. We refer to software built using FMs as
FMware. The unique properties of FMware (e.g., prompts, agents
and the need for orchestration), coupled with the intrinsic limita-
tions of FMs (e.g., hallucination) lead to a completely new set of
software engineering challenges. Based on our industrial experi-
ence, we identified ten key SEAFMware challenges that have caused
enterprise FMware development to be unproductive, costly, and
risky. For each of those challenges, we state the path for innovation
that we envision. We hope that the disclosure of the challenges
will not only raise awareness but also promote deeper and further
discussions, knowledge sharing, and innovative solutions.
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« Software and its engineering — Software creation and man-
agement.
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1 INTRODUCTION

FMware refers to the type of software that uses foundation models
(FMs), such as Large Language Models (LLMs), as one of its building
blocks. Due to their general capabilities, flexibility, and natural
language interface, FMs open doors to a new paradigm of software
development where domain experts without deep programming
or Al skills are empowered to build FMware for a variety of use
cases [13]. The market size of FMware is estimated to grow at a
compound annual growth rate of 35.9% from 2024 to 2030 [37].

Despite the benefits of FMs, building trustworthy FMware re-
mains considerably difficult. We observe that developers constantly
suffer from three key pain points when integrating FMs in software
systems: (i) low productivity throughout the lifecycle, due to the
lack of mature practices and integrated tooling, (ii) high risk, due
to the stochastic and nondeterministic nature of FMs, and (iii) high
operational cost, due to the high resource consumption of FMs.
And we are not alone. In a recent article by Microsoft [79], 26 pro-
fessional software engineers responsible for building Copilot-like
products echo our pain points: prompt engineering and testing are
extremely time-consuming and resource-constrained. Additionally,
the participants were frustrated with the lack of comprehensive
tooling and best practices in this nascent domain.

In this paper, we discuss a curated catalogue of software engi-
neering (SE) challenges for developing FMware (i.e., SE4AFMware).
These challenges were identified based on (i) surveys of academic
and grey literature, (ii) in-depth discussions with industrial and aca-
demic leaders (e.g., during SEMLA 2023 [51] and the FM+SE Vision
2030 [41] event with over 100 attendees from many leading compa-
nies), (iii) meetings with our customers and our development teams
to understand the functional and non-functional needs of their
FMware, and (iv) our practical experience in designing, implement-
ing, and maintaining our in-house FMware lifecycle engineering
platform (FMArts) and several complex FMware for strategic cus-
tomers. For each challenge, we discuss the innovation path that we
envision. These innovation paths call for significant breakthroughs
in software engineering research and practice.

2 SOFTWARE ENGINEERING FOR FMWARE

In this section, we first describe the software generation of FMware
and how it relates to prior ones (Section 2.1). Then, we describe the
inherent limitations of FMware (Section 2.2). Finally, we present
our view of the FMware development lifecycle (Section 2.3).
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2.1 FMware in Context

Over the past decade, we have witnessed the birth and evolution
of several generations of software. Each new generation is char-
acterized by drastic changes to the development paradigm, often
involving new lifecycles, core assets, and roles. Codeware (a.k.a. Soft-
ware 1.0) development involves professional programmers writing
logic-based source code, following a typical development lifecycle
that includes a well-established set of phases (requirements, design,
implementation, testing, deployment, and maintenance) that are
carried out either sequentially (e.g., the waterfall method) or itera-
tively (e.g., the agile family of development processes). As machine
learning models started to be embedded in software in recent years,
Al experts started to drive the development of a new generation of
software known as Neuralware (a.k.a. Software 2.0) by constructing
a new set of assets such as datasets and models in a significantly
more iterative and experiment-driven lifecycle [6]. Since most of
the traditional SE practices and tools were no longer applicable for
Neuralware, many research efforts have been made in the SE com-
munity to address the unique challenges of Neuralware throughout
its lifecycle (e.g., versioning of Al models [49]).

The rapid development and adoption of foundation models has
led to the emergence of yet another generation of software known as
Promptware (a.k.a. Software 3.0). Unlike prior generations, Prompt-
ware is developed through prompts written in natural language.
Such a paradigm shift unlocks the potential for software to be de-
veloped by software makers, i.e., people without deep programming
and Al skills, ultimately democratizing software creation. ChatGPT
is a popular example of Promptware.

Recently, people have started to leverage the reasoning capabili-
ties of FMs to implement agents that are capable of decision-making,
taking actions in an environment, and even interacting with other
agents. In particular, agents achieve their goals by leveraging all
prior software generations. We call this newest generation Agent-
ware (a.k.a Software 4.0). AutoGPT [1], BabyAGI [2], CrewAl [3],
and MiniAGI [4] are few examples of this recent development.

Finally, we foresee the birth of a new software generation once
artificial general intelligence (AGI) becomes a reality. We refer to
this generation as Mindware (Software 5.0). Mindware consists of a
paradigm where development is led mostly by autonomous agents.
Humans themselves are expected to intervene less in software
development. Instead, humans will focus on creating and refining
constitutions [10] while overseeing the agents [57].

We collectively refer to Promptware and Agentware as FMware
(due to the key role of FMs in those software generations). Similarly,
we refer to Neuralware, Promptware, Agentware, and Mindware
as Alware. We also note that latter generations of software could
include components from prior generations, and will coexist with
earlier generations rather than replace them.

2.2 FMware and the Intrinsic Limitations of FMs

Despite the huge market potential of FMware, FMs exhibit several
intrinsic limitations that complicate the development of FMware:

o Complex Task Limitations: FMs are unable to handle complex
multi-step tasks that require planning [93]. FMs also have limited
reasoning capabilities [103] unless prompted in particular ways
(e.g., using prompt engineering techniques such as chain-of-thought
prompting [96]). Finally, FMs exhibit uncontrollable behavior in
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multi-round interactions due to the limited size of the context
window and may get confused with long prompts despite growing
context window size [61].

e Hallucination Limitations: FMs are prone to hallucination and
can confidently generate factually wrong responses [46].

e Closed Loop Limitations: FMs by themselves are unable to
interact with external resources [107].

2.3 The FMware Development Lifecycle

The distinguishing characteristics of FMware (Section 2.1) and the
intrinsic limitations of FMs (Section 2.2) lead to an entirely novel
software development lifecycle. We summarize our view on the
lifecycle of FMware in Figure 1. Such a view was consolidated
based on our literature survey, meetings with our customers and
development teams, and our practical experience in building both
complex FMware as well as our own FMware lifecycle engineering
platform. Yet, we acknowledge that this view may not be complete
due to the pace at which the field evolves. Nevertheless, we hope
that our concrete view will kick start urgently needed discussions
around the FMware lifecycle, including the naming and scope of
the various phases and activities.

Requirements engineering. The process starts at the require-
ments engineering phase. While requirements engineering should
preserve some degree of technology agnosticism (i.e., focus more
on the what than the how), we observe that a lack of understanding
of the capabilities and drawbacks of fundamental technologies in
the solution space (e.g., FMs) often leads to problems (e.g., unrealis-
tic specification of system behavior). Therefore, the elicitation and
specification of requirements should account for these important
characteristics (e.g., FMs lack deterministic behavior).

Cognitive architecture planning. After requirements are col-
lected, FMware goes into a new phase that we call cognitive ar-
chitecture planning. This phase entails choosing the coordination
mechanism to dictate what software systems (possibly from differ-
ent generations) will be invoked, how, and in which order. In our
mental model of cognitive architectures, the coordination mecha-
nism choice draws the line between Promptware and Agentware.
In Promptware, the coordination mechanism is a static workflow
that prescribes a set of tasks and the order in which those will
be executed (and a task can always be another workflow). These
workflows are also known simply as flows (e.g., in Microsoft Prompt-
flow [70]). We refer to the task of producing workflows as workflow
engineering (see Promptware in Figure 1). While humans might
leverage FMs to help them design (or co-design) these workflows,
the goal is still to obtain a static workflow. In the case of Agent-
ware, the coordination mechanism is driven by autonomous agents.
That is, agents decide the steps and the order in which those will
be taken. In multi-agent cognitive architectures, coordination is
achieved as a result of inter-agent interactions (e.g., Microsoft Au-
togen [100]). We refer to the task of designing agents (and their
communication protocol in the case of multi-agent architectures)
as agentification (see Agentware in Figure 1). In both Promptware
and Agentware, task execution can always be accomplished by (or
with the help of an) agent. It is also worth noting that although
agents have higher autonomy, a certain level of human interven-
tion is typically needed to reduce risks in FMware. For instance,
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Table 1: Cognitive architecture patterns.

Determine What

Type of Architectural Decide Output Decide Which
FMware Pattern of Step Steps to Take Sequence of Steps
Are Available
Promptware FM Call FM (one step only)  Workflow Workflow
Promptware FM Chain FM (multiple steps) Workflow Workflow
Agentware  Router Agent Agent Agent Workflow
Agentware  State Machine Agent Agent Agent Workflow
Agentware  Autonomous Agent  Agent Agent Agent

constitutions [10] might be used to ensure that agents adhere to
certain basic principles and ethical standards.

Architectural patterns [32] are starting to emerge for cognitive ar-
chitectures. LangChain recently published a list of such patterns [56],
which we adapt to our terminology and show in Table 1. The pat-
terns are listed in order of controllability. For instance, in the first
(topmost) pattern, the steps to be taken and their order are already
established via a static workflow, thus giving humans more control.
In the last pattern, the steps to be taken and their order are dy-
namically determined by autonomous agents, giving humans little
control (but more room for emergent behaviors and reasoning).

As the field matures and different architectures are deployed in
enterprise settings, we believe new cognitive architecture patterns
will emerge, and their trade-offs will become clearer.

FMware design, implementation & testing. After the cognitive
architecture is planned, the design, implementation & testing phase
starts. This phase tends to be highly iterative (note the dotted back
arrows). In our experience, developers typically jump between steps
as the design evolves and requirements become clearer.

The design, implementation & testing phase starts with interaction
design [81], which involves designing how end-users will interface
with the system. In the context of FMware, many prescribe a back-
and-forth conversation between the end-users and the system (e.g.,
ChatGPT). For Agentware, when and how would users provide
oversight to agent behavior should be considered here.

Next, we advance to the (foundation) model engineering task,
which comprises selecting one or more FMs and aligning them if
necessary. Model alignment is the process of modifying the param-
eters of an FM using a set of techniques and carefully crafted data,
such that the resulting FMware is aligned with the requirements. Ex-
amples of alignment techniques include supervised fine-tuning [16]
and reinforcement learning from human feedback (RLHF) [76].

Subsequently, we jump to the cognitive architecture design sub-
phase. This subphase starts with the prompt design step. In this step,
prompts are designed according to the previously chosen cogni-
tive architecture. Prompt design encompasses prompt engineering,
knowledge engineering, and context engineering. Prompts are written
using prompt engineering techniques that maximize the chances
that the FM will consistently provide the desired response. Context
engineering entails techniques for manipulating and enriching the
context of prompts (e.g., prior interaction history and quick patches
of FMware behavior). Knowledge engineering entails creating, man-
aging, and retrieving domain knowledge to ground the FMware.
For example, grounding techniques such as retrieval-augmented
generation (RAG) [58] have proven useful in mitigating FM halluci-
nation. Once prompts are designed, the lifecycle moves to either
the workflow engineering (in the case where coordination is dic-
tated by static workflows) or the agentification step (in the case
where coordination is dictated by agents). In our experience, prompt
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Figure 1: Our view of the FMware development lifecycle.

design and workflow engineering/agentification form a highly it-
erative loop, as one step drives and refines the other. As discussed
above, developers might leverage cognitive architectural patterns
to implement the chosen type of coordination. In complex FMware,
the workflow engineering/agentification step typically involves
invoking several software systems from different generations. For
instance, an FMware could use a Python interpreter (Codeware) to
execute Python code, a neural network (Neuralware) to recognize
patterns in images, an interactive copyeditor to support doucmen-
tation (Promptware), and a general task planner (Agentware).

Finally, the lifecycle advances to application testing. In this step,
the whole FMware must be tested. Testing is particularly hard due
to the non-determinism of FMs as well as the presence of hetero-
geneous multi-generational software (i.e., FMware is ultimately a
complex system of systems).

Serving and operations. The last phase is serving and operations.
This phase concerns the packaging, release, deployment, telemetry,
monitoring, observation, and patching of FMware. Since the quality
of FMware output is hard to quantify (see Section 3.9), traditional
observability must be expanded to include the collection, processing,
and analysis of data that represent end-user intent and experience,
including explicit user rating of the FMware output, or implicit
behavior such as correction of the output. We refer to this new type
of observability as semantic observability.

Quality assurance (QA) & trustworthiness. The intrinsic charac-
teristics of FMs (e.g., non-determinism), as well as their limitations
(Section 2.2), pose several challenges to QA and trustworthiness,
which are cross-cutting and thus are enforced throughout the entire
lifecycle (note the upper arrow in Figure 1).

Overall, the unique characteristics of the FMware development
lifecycle demand the research community to study and design SE
principles and best practices for developing trustworthy FMware.
We refer to this new discipline as SE4FMware.

3 CHALLENGES IN ENGINEERING
PRODUCTIONIZED FMWARE

In this section, we introduce ten SE4FMware challenges. As men-
tioned in Section 1, these challenges were identified based on (i)
literature reviews, (ii) in-depth discussions with industrial and aca-
demic leaders, (iii) meetings with our customers to understand the
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requirements of their applications, and (iv) our practical experience
in designing, implementing, and maintaining complex FMware
systems for those customers.

To accomplish item (iv), our team created the FMArts platform
as our long-term endeavor to design and implement a full-stack
lifecycle engineering platform for the development of trustworthy
FMware. As such, the challenges that we discuss in this section are
heavily influenced by our experience in developing our platform.

Each challenge is tagged in blue with the FMware development
lifecycle phase to which it belongs. Additionally, each challenge is
tagged in red according to the pain point(s) that it causes, namely
low productivity, high risk, and high operational cost.

3.1 Managing Alignment Data

[ﬁﬁ Design, Dev. & Testj (0 Productivity) [0 Operational Costj

Description. To produce well-aligned models for trustworthy
FMware, an alignment approach that seamlessly combines automa-
tion with strategic human input is essential. Pre-trained FMs often
do not produce outputs aligned with the requirements and goals
of enterprise use cases out of the box. Therefore, aligning an FM
with specialized enterprise data is essential to meet requirements
and achieve market differentiation. Similar to Neuralware shifting
development paradigm from code-driven to data-driven, aligning a
model is achieved through data-oriented development and needs to
cope with challenges that are associated with data labelling, data
debugging, data testing, and data versioning for FMware. Although
Neuralware also requires human effort to manage training datasets,
aligning FMs involves new types of data such as instructions, refer-
ence responses in natural language, ratings, and rankings of poten-
tial model outputs, requiring different efforts in the curation and
maintenance processes. Another unique challenge for FMware is
determining if a particular piece of data is part of the FM’s training
data and avoiding problems such as data leakage during evaluation.
Consistent with recent industry reports [17], we observe that such
processes demand significant time and financial resources. In ad-
dition, it is challenging to accurately and quantitatively gauge the
adequate amount of high-quality alignment data for a specific use
case, creating challenges for budgeting and time management.

State of practice. Researchers and practitioners are turning to
active learning [92, 110] and weak supervision methods [9, 12] to
reduce the involved effort in constructing alignment data. For exam-
ple, Snorkel AI [85] employs data programming to generate labels
using expert knowledge, while the Self-Instruct framework [95], a
pioneering work in the area of auto-labeling, uses a powerful FM
(e.g., GPT-4) to automatically generate labeled datasets from seed
prompts, bypassing the manual labeling process.

Collecting alignment data in FMware is still too expensive and
slow. Active learning methods demand significant manual input,
with over 50% of the data needing manual labels [67], which is
often unfeasible. Additionally, removing human labels can harm
model alignment, as relying solely on automated labeling can lead
to performance degradation, catastrophic forgetting, and model
collapse [63, 90]. Another line of research attempts to reduce the
needed amount of alignment data by focusing on the quality of the
alignment data. Two pioneering works in this area [39, 113] show
that fine-tuning an FM on textbook-quality alignment data results in
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an FM needing only a small amount of data for alignment. However,
these methods still require a lot of manual effort to identify high-
quality data. A recent effort by Zhang et al. [111] proposes an
automatic method to identify a subset of high-quality alignment
data within a larger dataset [39].

To support data debugging, researchers have employed statistical
techniques to identify, select, and exclude undesired (e.g., biased)
features, labels, and data points from training sets while ensuring
the models’ performance is on par (or better) than its counterpart
trained in the original data [18, 59]. In the realm of FMs, influence
functions and feature importance analysis can identify training data
points that significantly impact the model’s predictions [38, 88].
In addition, tools for data testing [14] either support the iterative
process of cleaning up data while assessing its impact on models’
performance [53] or automate such process [52]. However, such
tools still need to account for the particularities of FMware, such as
the lack of structure and the high dimensionality of the alignment
data, including the opaqueness of FMs, which makes it difficult to
determine the direct impact of training data on the model’s outputs.

Innovation path. The management of alignment data for FMware
calls for data IDEs that can fully support the model alignment
lifecycle, including labeling, debugging, testing, and versioning
data. Specific directions for such data IDEs include the integration
of model- and human-in-the-loop, the programmatic labeling (data
programming) and identification of inconsistencies or biases in
the data, and features to support collaboration, such as supporting
the aggregation and review of labeled data by different labelers.
In our FMArts platform, we address some of these requirements
by offering an alignment data studio that enables the curation of
alignment data with an automated labeling approach that requires
very little manual intervention. We also provide robust review
mechanisms with support for debugging the labeled data. However,
identifying biases, ensuring compliance, and testing the created
alignment data remain a work in progress.

In addition, open and inner source data offer a significant window
of opportunities to model alignment. Still, data may have licensing
restrictions limiting their use, particularly in commercial applica-
tions. Therefore, such data IDEs should provide asset management
capabilities for open and inner source data to reduce risks, for in-
stance, by ensuring that the data is accurate, consistent, complete,
and representative of a task. Also, as software makers and their
domain expertise (Section 2.1) play a major role in data program-
ming for FMware (e.g., by defining accurate labeling functions),
data IDEs need to embrace the characteristics of its users, such as
their potential lack of formal SE training.

3.2 Crafting Effective Prompts

[O: Design, Dev. & Testj [0 Productivity]

Description. FMware needs an approach to prompt engineering
that reduces human involvement and improves development effi-
ciency and application quality, as well as prompt transferability
and fragility. As the communication interface for FM, prompts at
their current form are too low-level (i.e., at the level of input to-
kens to the FM) and fragile. This makes engineering prompts a
non-trivial task due to the time-consuming and non-intuitive na-
ture of iteratively hand-writing prompts [91]. This trial-and-error
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approach lacks a clear structure and imposes a productivity bottle-
neck on prompt engineering workflows, as multiple iterations of
a prompt are created before the most suitable one for a given task
is identified, particularly for complex functionalities that require
chaining multiple prompts [101, 102]. To exacerbate the situation,
prompts are fragile, in the sense that slight variations in a prompt
can cause a significant change in the generated outputs [33], leading
to continuous prompt adaptation and reevaluation, which might
be costly if not properly managed. Similarly, small changes to the
underlying FM or its hyper-parameters render existing prompts
ineffective, ultimately hindering the generality of an implemented
FMware solution. For example, as OpenAl constantly updates its
served models [5], preliminary evidence shows that, when the same
FM (e.g., GPT-4) is inferenced with the same prompt, the generated
results by the FM differ at two different time instances [21].

Due to the unpredictable behavior of FMs, ensuring the accu-
racy and reliability of outputs becomes a significant challenge, as
FMware developers must navigate the complex landscape of model
behaviors without clear indicators of how undesired responses
are being generated. Such lack of transparency and control makes
achieving consistent and dependable results from FMware difficult.

State of practice. Visual tools [91] (akin to playgrounds) attempt
to assist FMware developers by providing inference transparency
(e.g., Prompt IDE [104] by xAl allows FMware developers to observe
the generation process of FMs, such as sampling probabilities) and
token-level explainability (e.g., Aleph Alpha [25] offers token-level
attribution between input tokens and output tokens). While these
capabilities are certainly helpful, they do not support higher level
prompt debugging, i.e., identifying the logical units in a prompt
lead to suboptimal results (e.g., a misleading few-shot example).

Moreover, researchers and practitioners are actively looking for
approaches to provide a cohesive and expressive framework for
automating and supporting prompt engineering without forcing
FMware developers to rely on completely manual, unstructured, or
error-prone processes [62]. Several research endeavours attempt to
fully [43] or semi-automate [44, 106] prompt engineering [109, 115]
through search-based approaches or reinforcement learning-based
approaches [26]. For example, Automatic Prompt Engineer [115]
generates several instruction-based prompt candidates via a recur-
sive process, and PromptBreeder [29] uses a genetic algorithm to
select the most appropriate prompt. DSPy [50] combines a program-
ming model with an optimization compiler to generate the best
combination of prompts for a model. However, most approaches
optimize prompts at the token level in isolation from other factors
that might impact the results, such as model candidates, inference
parameters, and hardware environments. Yet, in our industrial set-
ting, we see FMware developers experimenting with a large set of
FMs and fine-tuned variants, as well as prompt candidates under
different settings to find the most suitable combinations.

Innovation path. To improve the quality of FMware output, re-
searchers and practitioners have optimized the interaction with
FMs in two directions: (i) breaking down one prompt for a com-
plex task to prompting patterns that involve a series of prompts
(i.e., prompt chains), sometimes with complex branching and con-
ditions (e.g., chain-of-thought and tree-of-thought) and (ii) human
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involvement inside a chain of prompts to provide feedback to inter-
mediate outputs (e.g., for code generation, one could first prompt
the FM to generate a description of the algorithm, then involve
humans to correct the description, and prompt the FM again to
implement the algorithm as code). Instead of focusing exclusively
on prompt engineering techniques, researchers should also explore
techniques for the design, debugging, visualization, and evolution
of complex cognitive architectures that prescribe different levels of
human involvement. Such techniques should incorporate higher-
level prompts to support the dynamic selection and adjustment of
lower-level prompts to sustain meaningful interactions based on
the model’s responses, context, and end-user interactions.

Designing complex cognitive architectures requires a proper
prompt IDE. This IDE should support real-time collaborative fea-
tures. Also, mechanisms to deal with just-in-time quality assurance
should be provided, such as prompt debuggers and linters. In certain
cognitive architectures, it is also important for prompt results to be
reproducible. Yet, simply setting the FM temperature to zero is not
enough in certain use cases. Hence, research must be carried out to
create mechanisms that enforce full reproducibility [105]. Finally,
to foster a rich and open ecosystem of functionalities, prompt IDEs
should offer a plug-and-play architecture that facilitates integration
with community-contributed tools and services (similar to leading
SE ecosystems like GitHub and Eclipse).

To fulfill these requirements, the prompt studio in our FMArts
platform provides an environment where version-controlled prompts
can be connected to different FMs. This connectivity facilitates
prompt refinement in conjunction with various FMs and execution
setting configurations, including near real-time visualization of
prompt optimization results. Our prompt studio offers asset man-
agement capabilities that enable prompts to be collaboratively devel-
oped, reviewed, and shared either globally (at the platform’s scope)
or locally (at a project’s scope, using role-based access control),
thus facilitating teamwork. Our prompt studio also incorporates
debugging capabilities, such as prompt interpretation tools that
dissect the contributions of individual prompt components to the
generated output. Token-level explanation is also supported for
finer-grain debugging. FMArts also provides a knowledge studio,
to handle the upload, tokenization, vectorization, and retrieval of
grounding data to be used in prompts, ultimately contributing to
quality assurance (e.g., mitigation of model hallucination).

3.3 Multi-generational Software

[0: Design, Dev. & Test] [0 Productivityj

Description. FMware developers face the intricate task of inte-
grating different generations of legacy software systems, with each
having its own data models, communication protocols and exe-
cution processes. This integration process demands supplemental
effort to ensure seamless interoperability of many legacy software
systems, thus hindering developer productivity. To maximize the
usage of legacy software systems across multiple FMware and avoid
redundant work, FMware developers need to either standardize the
data formats of these legacy software systems or transform the data
models at the post-retrieval step. However, such an integration ap-
proach introduces a significant workload. In addition, changes in the
shared legacy software systems impact the downstream FMware,
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as FMs are sensitive to prompt changes (see Section 3.2). As such,
FMware developers may opt to customize the legacy software for
an individual FMware, facing maintenance overhead.

State of practice. To integrate multi-generational software, the cur-
rent practices either use the concept of plugins to construct reusable
units or package legacy systems as tools that FMware could reach.
Semantic Kernel [69] leverages plugins through the construct of na-
tive functions to encapsulate the capabilities of a legacy system into
functionality that can then be run by the kernel. Approaches such
as Llamalndex [65], ReAct [108], TaskMatrix [60], Toolformer [87],
and ToolLLM [83] assist FMware developers to interact with legacy
systems. However, the use of such techniques is often limited by
the additional effort that is required from FMware developers to
repackage existing tools or finetune FMs to be compatible.

Innovation path. Many current research efforts and frameworks
assume FMware as a green-field project. Integrating with the large
amounts of legacy software already in existence is not well ad-
dressed. The software engineering community should take into
account how to effectively integrate FMware with legacy systems
by considering reusability and modularity principles. In our FMArts
platform, cross-generational agents are designed to reduce the effort
of integrating multiple software generations in FMware, as well
as to address evolution and compatibility concerns. This design
objective is achieved by encapsulating behavior that is common
to each of the software generations into different modules (which
we call skills) and then unifying the interface of such modules into
agents. Agents are designed using our agent studio.

3.4 Degree of Controllability
[ﬁt Design, Dev. & Test] (ﬁ: Serving & Ops] [0 Risk]

Description. Trustworthy software systems, especially in sensitive
domains such as finance, healthcare, and manufacturing, require
robust controllability to prevent the possibility of misbehaviors
causing unintended catastrophic consequences [97]. of FMs. The
potential of systems that exert direct control over the world to
cause harm in a way that humans cannot necessarily correct or
oversee has been identified as a concrete problem in Al safety [7].

However, given the inherent stochastic nature of FMs (Section 2),
determining the degree of controllability of FMware is challenging.
It is critical to be mindful of the control of an FMware throughout its
lifecycle. Specifically, we discuss controllability in three dimensions:
(1) how, (2) when, and (3) who. FMware developers plan the control
mechanisms of an FMware during the cognitive architecture plan-
ning and cognitive architecture design phases, both of which happen
after requirements are elicited and analyzed. The how dimension
includes determining the data granularity to protect sensitive data,
access to various tools or services within FMware, and the auton-
omy to execute behaviors with or without human intervention. It
is challenging to define the how aspect as FMware achieve certain
tasks with different complexity. In terms of the when dimension,
controllability of FMware varies across its lifecycle. FMware devel-
opers calibrate the degree of control of a given FMware over time
and may disable certain control features if the FMware behaves
unexpectedly in production. Lastly, the who dimension describes
which stakeholders are authorized to grant control permissions,
including FMware developers, end-users or other roles (e.g., admin).
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For example, during the execution of FMware, end-users grant per-
mission to authorize an FMware to execute sub-tasks to achieve
the high-level goals specified in the original plan.

State of practice. Restricted approaches, such as standard oper-
ating procedures (SOPs) and standard work instructions (SWIs),
are employed for humans in industries where safety and quality
are critical. Given the autonomous capability of FMware, there is
an opportunity to make use of such existing approaches to effec-
tively control FMware. Several frameworks have been proposed to
customize the degree of control. Copilot Workspace [35] provides
control by communicating the tasks that will be done in advance
to the user so they can decide to continue on that path of action.
AutoGen [100] is another framework that enables FMware devel-
opment and offers mechanisms to solicit human inputs to offer
different levels of control. Zhou et al. [114] propose to build con-
trollable agents using symbolic planning. MetaGPT [42] leverages
the assembly line paradigm and encodes SOPs into prompts to en-
hance human-encoded and FM-powered coordination, and thus
controllability. All of these existing efforts and our own experience,
highlight the importance of maintaining effective human oversight
as a key requirement when supporting FMware.

Innovation Path. Fine-grained boundaries are defined in classic
software systems that are designed to be extensible by third-party
components (e.g., application permission model in Android [36]
and the extensions architecture of Google Chrome [36]) when ac-
cessing resources to preserve the privacy and security of end-users.
If elevated privileges are needed, components can explicitly request
for permission from end-users. Similarly, FMware should leverage
such a concept of boundaries to develop mechanisms to enforce
constraints at a fine-grained level.

Existing concepts in software engineering, including modular-
ity and single responsibility principle, are applicable to decompose
FMware functionality into small and independent components (e.g.,
agents) with well-defined interfaces. Therefore, component be-
haviours can be controlled in a granular manner. The need for
abstractions to define control constraints facilitates the creation of
consumable agents and tools for FMware developers. Our FMArts
platform offers an orchestration studio for the creation of SOP-based
workflows that constrain multi-agent behavior and interactions.
Moreover, our platform auto-generates an architecture view by ana-
lyzing all assets in one FMware application. Developers can use this
view to recognize deviations in implementation from the intended
design. This holistic view aids in managing design principles such
as cohesion, coupling, and separation of concerns within an FMware.

3.5 Compliance & Regulations
Eﬁg Requirements EngJ (&2 Design, Dev. & Testj Eﬁg Serving & Osz (0 RiskJ

Description. Trustworthy software systems are subject to stringent
regulatory compliance requirements to ensure their security, safety,
and compliance with relevant laws and regulations, while FMware
is increasingly being used in decision-making processes where it
is necessary to comply with such requirements. Despite govern-
ments worldwide having recently released regulations for FMs and
FMware, it is still challenging to fully comply with them [40]. An




Rethinking Software Engineering in the Era of Foundation Models

example is the EU AI Act [28], which, in its Article 14, calls for high-
risk FMware to be transparent and capable of human oversight,
despite this requirement being currently intractable for FMware.

A particularly relevant regulation is the GDPR in the European
Union, which requires that personal and high-risk data should al-
ways be protected and should not leave secure bounds. For FMware
that uses FMs as a third-party inference service, the possibility
of data leaking beyond the secure enterprise bounds is high [79].
Several large enterprises like Microsoft and GitHub resort to self-
hosting FMs to avoid such issues. However, not all enterprises have
the means to self-host such large models. Therefore, SE4FMware
needs to put forward measures, techniques, and tools to ensure
regulatory compliance in such settings.

Ensuring licensing compliance within a FMware system is no-
tably challenged by the opaque nature of FM development. FM
providers do not always disclose their data sources [66, 89] or the
usage of protected [19] and personal data [71], making it difficult
for some FMware to comply with various data, code licenses, and
copyright restrictions. Moreover, the necessity for diverse datasets
and the concurrent operation of multiple FMs introduce significant
complexities in license management, particularly when faced with
ambiguous, conflicting terms [11, 84]. Notably, prominent FMware
implementations like ChatGPT and GitHub Copilot have encoun-
tered legal challenges related to these compliance issues [23].

The high costs and extensive resources required to train FMs
push enterprises towards utilizing open-source FMs. A prime ex-
ample is LLaMA, an FM that was acclaimed for its open-source
status when first released, yet restricting commercial usage and
revoking licenses when exceeding 700 million subscribers. This
issue is further compounded in the FMware development sphere by
the increasing prevalence of non-Open Source Initiative (OSI) ap-
proved licenses for both FMs and datasets, undermining traditional
open-source values and intensifying compliance dilemmas.

State of practice. Efforts towards ensuring regulatory compliance
of FMware remain largely manual and process-heavy. Brajovic et al.
[15] propose to enhance the model and data cards that are currently
used to document FMs with more relevant fields that could enable
compliance with the EU AI Act. In addition, they propose two
new schemas to document the relevant details of the FM’s use
case and deployment settings. However, they do not address how
such reporting can be done for a complex FMware. As for data
compliance, FMware can use a method that identifies copyright
or license-protected data in FMs by analyzing the fingerprint of
output tokens with those of protected data and FM outputs [89].
Another approach taken by several government bodies [74] and
research initiatives [75] is to provide risk management frameworks
that are applicable to FMware, which could, in turn, help ensure
compliance with specific regulations.

License compliance efforts often concentrate on the individual
FM or dataset, overlooking the intricacies of compliance within
the FMware domain. A notable development in this area is the
introduction of Responsible Al Licenses (RAIL) [24], aimed at in-
corporating behavioral and use-based restrictions into Al tech-
nology agreements to address ethical and regulatory challenges.
Specifically, the RAIL-M licenses seek to embed Al-specific ethi-
cal standards through copyright licensing. Additionally, the Open
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Data Commons Public Domain Dedication and License (PDDL) and
Creative Commons (CC) licenses strive to offer similar solutions
for datasets [20]. Different from the licensing efforts, open source
projects like OpenDataology [99] seek to decompose the dataset
license into machine-readable Al-friendly use-case scenarios to en-
able better license interaction analysis. Despite these advancements,
certain critical issues remain unaddressed, impeding comprehensive
FMware compliance. These include focusing on singular models
or datasets rather than integrated FMware systems, disregarding
license interaction problems [20, 84], and overlooking the scenarios
involving lifelong-evolving agents (e.g., learning a new behavior
could violate that agent’s current license).

Towards enabling FMware level compliance, recent initiatives
to enhance Software Bill of Materials (BOMs) to represent Al and
datasets (e.g., SPDX [31]) offer a promising method for managing
FMware and its dependencies (e.g., alignment data) in a format
conducive to automated license compliance and vulnerability as-
sessment. The advent of AIBOMs could facilitate the automatic risk
analysis for FMware.

Innovation path. Automatically determining FMware’s compo-
sition and producing machine-readable SBOMs to catalogue FMs
(FMBOMs) as well as every asset of an FMware (FMwareBOMs) is
essential. Techniques such as formal verification can also be used
to analyze these FMwareBOMs and the FMware’s output to ensure
an FMware’s regulatory and license compliance. In FMArts, we im-
plemented the generation of a preliminary version of FMwareBOM
closely modeled after the SPDX 3.0’s Al and Dataset profile [31].
With the help of these FMwareBOMs, FMArts conducts prelim-
inary compliance analysis with enterprise rules and regulations
using automated reasoning [86]. However, formal verification for
FMwareBOMs remains an active area of development.

To mitigate the risk of legal consequences, FMware-specific li-
censes that consider the interplay between FM, dataset, code, and
agent licenses are essential. Implementing tools akin to Fossol-
ogy [98] tailored for FMware is pivotal in supporting enterprise
FMware to remain compliant. Furthermore, documentation stan-
dards for disclosing compliance verification procedures and the
shortcomings for FMware need to be established.

Another fundamental endeavor is the design of robust mecha-
nisms to ensure enterprise and personal data privacy in FMware.
Safeguard mechanisms should be systematically implemented to en-
sure that the incoming and outgoing data comply with regulations
at all levels. In addition, despite telemetry information (e.g., logs)
being of fundamental importance to understand FMware’s behavior
(including if the system is fully compliant), balancing the amount of
information that is revealed to FMware operators is still an ongoing
challenge. Privacy-preserving techniques can be applied so that
operators get the most out of the telemetry data while preventing
sensitive information disclosure, such as entire prompt details [79].

3.6 Limited Collaboration Support

[03 Design, Dev. & Test) [0 Productivityj

Description. For complex software, development is almost always
collaborative. However, there is currently very limited support
for the collaborative development of FMware. Such a limitation
severely hampers team productivity, inner-source, open-source,
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and FMware ecosystem growth. Tackling this limitation involves
rethinking the enablers of collaboration: from version control all
the way to hubs (sharing platforms). In particular, the following
points need to be addressed:

— What to version and how. In Codeware, we know that source code
must be version controlled and the enabling technologies (e.g., Git)
are very mature at this point. However, FMware introduces new
types of assets. For instance, prompts are typically described using
natural language and stored as raw text. As a consequence, logical
units of a prompt (e.g., examples) across different prompts become
a new type of reusable unit. In an effort to promote reuse, prompts
are also sometimes written and stored as templates (e.g., using the
Jinja2 template engine [82]). However, due to the prompt fragility
problem (see Section 3.2), very similar prompts could yield very
different results. Such a problem calls for version controlling all
iterations where placeholders have been replaced. However, in that
case, the connection between the template and its variants (as well
as variants of variants) becomes lost, since hierarchical information
is not natively preserved. More generally, the granularity at which
prompts are represented, stored, and version-controlled must be
carefully explored. Version controlling agents is also difficult due to
the inherent characteristics of agents [94]. First, agents are often im-
plemented as an amalgamation of source code, FMs, and potentially
other assets. This brings up the question of how exactly agents
should be serialized and version controlled. Moreover, intelligent
agents are expected to incrementally acquire, update, accumulate,
and exploit knowledge throughout their lifetime (a.k.a continual
learning and incremental learning) [94]. In such a context where
agents learn over time, as well as forget things that they had previ-
ously learned, it remains unclear when and how to version control
the agent (e.g., when should snapshots be captured?).

— What formats and standards to use. The lack of standards and
protocols for FMware assets significantly hamper interoperability,
i.e., the ability to reuse assets created by different organizations.
Additionally, the lack of standards and protocols limits the ability
to design development tools that work with a wide range of as-
sets (e.g., agents) out-of-the-box. As discussed by the AI Engineer
Foundation [30], developers are building agents in their own way,
making communication with those agents very hard since their
interface is different every time.

— How to package and distribute. While significant advancements
have been made in the packaging and distribution of Al models (e.g.,
via Hugging Face), it remains unclear what the stereotypical release
of an agent or a prompt should look like. For instance, models in
Hugging Face are versioned and include the datasets on which
they were trained. Given the adaptive nature of agents, how should
the “training data” (e.g., environment definition, actions on the
environment, signals received from the environment, interactions
with other agents and humans) be described and released? More
generally, how does one package an agent? These release engineer-
ing problems need to be tackled to enable widespread sharing of
assets and the future establishment of an ecosystem of FMware
assets and creators.

State of practice. Prompts and prompt templates are typically
recorded in Git. Simpler agents that encode a list of sequential steps
are typically described using a markup language such as YAML
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(e.g., flows in Microsoft PromptFlow [70]). There are no established
standards for describing prompts and agents. In the space of agents,
one of the most prominent initiatives is the agent protocol proposed
by the AI Engineer Foundation [30]. Several relevant projects, such
as AutoGPT [1] (a popular framework for building agents that focus
on task automation), are adopting similar protocols. A committee
within the IEEE Standards Association (IEEE SA) is also currently
working on an agent interface standard [8]. In terms of technol-
ogy, while (i) Git has been established as the de facto technology
behind collaborative development in Codeware and (ii) innovative
technologies are being proposed to enable version controlling ma-
chine learning models in Neuralware [49], there is no established
technology to enable collaborative development of FMware assets.
Similarly, while established hubs exist for Codeware (e.g., GitHub)
and Neuralware (e.g., Hugging Face), none exist for FMware assets.

Innovation path. Novel processes and technologies for versioning
FMware assets need to be designed. Accomplishing this design
requires determining what exact pieces of information need to be
version-controlled and how frequently. In particular, the granularity
at which prompts are defined must be examined carefully. Estab-
lishing standards and protocols for describing prompts and agents
is a community endeavor that must be carried out to enable inter-
organization reuse and interoperability. Once solutions to these
problems are in place, a proper sharing platform (e.g., community-
driven hubs) should be designed to foster the creation of a healthy
ecosystem of high-quality FMware assets.

In our platform, we started approaching this challenge by en-
abling version control and granular role-based access control for
all FMware assets. Particularly, in the case of prompts, each one
of its logical components (e.g., instructions, examples, persona) is
individually version- and access-controlled, enabling fine-grained
asset management and reuse. In addition, all these components
can be made available in our internal prompt hub, which can be
accessed across an organization to enable inner-source initiatives.

3.7 Operation & Semantic Observability
Eﬂg Serving & Osz (0 Productivit}a [0 Riskj [o Operational Costj

Description. FMware demands enhanced observability for a com-
prehensive understanding of its capability and behaviors since
monitoring tools for classic software (e.g., tracking service status
or execution logs) often fail to provide insights into the semantic
outputs of FMware. Such enhanced observability is achieved by two
approaches that we have coined as enhanced operation telemetry
and semantic signal telemetry.

Enhanced operation telemetry includes monitoring for data drift,
model parameters, token consumptions, groundedness, etc. dur-
ing operations [78]. Such telemetry data enables analyzing the
behaviors of FMware, identifying and ensuring the accuracy of
the FMware, and preventing business-impacting issues when the
data landscape changes, especially considering the inherently high
cardinality of involved data. Furthermore, an FMware is typically
inherently connected to multiple systems (e.g., legacy systems,
databases, or even other FMware), and leverages the data produced
by such a system as input to generate its own output, resulting
in a complex system. Enhanced operation metrics in such a com-
plex system help FMware developers navigate dynamic interactions
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among FMware and environments, and thus streamlines debugging
activities. However, existing observability solutions for Codeware
cannot provide comprehensive observability features for the unique
metrics and complex interactions of FMware [27].

Semantic signal telemetry monitors explicit and implicit feed-
back of users to assess the quality of FMware in production, as the
quality of FMware output is difficult to measure (see Section 3.9).
Explicit user feedback often takes the form of a rating system (e.g.,
thumb-up/thumb-down or scale ratings). However, constantly ask-
ing end-users to provide explicit feedback to the FMware output
is disruptive to the user experience. Implicit user feedback often
involves monitoring end-users’ reactions to the FMware output,
such as the modification of generated results. However, defining
accurate proxy behavior to user sentiment can be difficult.

State of practice. Recently many efforts have been made to en-
hance the observability of FMware. LangSmith, a closed-source
platform from the popular FMware framework LangChain’s com-
munity, provides observability in complex LangChain applications
through logging runs, managing nested calls, and tracing compo-
nent interactions [54]. However, achieving a level of observability
that can comprehensively trace, monitor, and analyze the dynamics
of FMware ecosystems, especially for Agentware with multiple
agents beyond LangChain’s single-agent and chain mechanism, re-
mains a formidable challenge. Specific applications such as GitHub
Copilot applies semantic signal telemetry by monitoring the editing
behavior of users after a piece of code is generated, as an implicit
feedback signal. However, there is no generalizable solutions for
semantic signal telemetry for FMware.

Innovation path. Enhanced metrics of diverse aspects for observ-
ability are necessary to assist developers in understanding the capa-
bilities, analyze behaviors, and ensure the performance of FMware,
given the dynamics and complexity of FMware. Our FMArts plat-
form includes an operations studio that facilitates observability by
supporting the monitoring, logging, and alerting of metrics that
are unique to FMware. However, more efforts need to be made to
advance generalizable semantic signal telemetry.

3.8 Performance Engineering
Eﬁz Serving & Osz (0 Productivit}a [0 Operational Cost)

Description. Deploying and serving enterprise FMware introduces
significant performance challenges, mainly due to the vast size of
the underlying FMs and the need for multiple, high-performance
interactions [13]. In line with recent research, we find that larger
prompts or more complex FMs increase inference time and per-
formance drops with longer prompts from multi-round conversa-
tions, which are common in enterprise FMware. Furthermore, when
FMware uses externally-hosted FMs, larger prompts or multi-round
conversations involve increased token usage and, as a consequence,
the cost and latency of operating the FMware [47] increases. This is
problematic due to token limits/context length and inference speed
throttling enforced by FM providers, which impact the performance
of the deployed FMware. Thus, tackling these performance issues
is crucial for successfully implementing trustworthy FMware.

In addition, in an enterprise context, an FMware may involve
multiple FMs and multiple rounds of inference for each FM. The
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number of rounds of inference may not be predictable before exe-
cution due to the potential dynamic nature of FM-based planning
and orchestration. Hence, even if the performance of each FM is
optimized and meets the model level Service Level Agreements
(SLAs), the FMware may still fail the application level SLA. The
problem compounds in an Agentware, where each agent is expected
to continuously plan, learn, and evolve, requiring unforeseeable
amounts of inference from multiple FMs.

Another key concern in an enterprise setting is that when the
FMs are self-hosted on an enterprise’s private cloud, the computing
resources (e.g., GPUs) available to a given FMware are often limited.
In such a case not all needed FMs can be loaded into GPUs at the
same time. Loading and off-loading FMs by demand are therefore
needed and could take tens of seconds each time, posing significant
performance challenges to FMware. Furthermore, FMware, which
is composed of multiple agents, needs a data dependency-oriented
execution plan since one agent might depend on the outcome of
another agent. In such a setting, optimally loading and unloading
the FMs required by different agents into the GPU, given that some
FMs may have a cold start problem for a given agent (since the FM
may not be finetuned) within the constraints of the FMware’s SLA,
poses significant performance challenges to enterprise FMware.

State of practice. Much of the existing research focuses on solv-
ing performance bottlenecks at a single-round inference level (i.e.,
FMOps level). There is little progress made in the FMware level with
multiple models and multiple rounds of inference (i.e., FMware-
Ops level). One strategy used to ameloriate performance issues in
FMware level is selecting FMs with fewer parameters to power
the FMware. For instance, in Meta, when building an FMware for
code authoring, they purposefully choose the 1.3B InCoder FM
over the 6.7B model to avoid inference latency despite the drop
in accuracy [72]. Another method involves compressing the FMs
through quantization, distillation, or pruning, reducing the FM’s
size to improve inference time [116]. However, how to effectively
compress the FM without sacrificing its performance remains a chal-
lenge. Additionally, researchers explore prompt compression [48],
aiming to shorten input prompts while preserving essential infor-
mation, though such practice risks losing critical semantic details,
especially in logical reasoning tasks. A promising area is semantic
caching [34], which stores responses to previous prompts for quick
retrieval in similar or identical queries, enhancing the efficiency
and speed of enterprise FMware interactions.

Innovation path. Existing practices treat FM inference accelera-
tion as a standalone endeavour and FMware is parsed into a series
of imperative statements used in common programming languages
(e.g., Python). Such a representation will lose the intent behind de-
velopers’ reasoning about optimal task placement associated with
data locality, leaving the optimization made only by compilers. To
cope with this challenge, we propose that FMware should be defined
and presented in a declarative manner with a higher level of abstrac-
tion. Such abstractions could capture developers’ intent and expose
advanced application graph-level optimization [112]. In addition,
optimizing the performance at FMware level also takes into account
FM characteristics, hardware heterogeneity, and data movement
cost, providing a global performance view compared with accel-
erations of individual FM inference speed. More research should
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be conducted towards these joint optimizations between the front-
end intent-aware representation, the back-end application graph
performance optimization, and the FM inference accelerations. Our
FMArts platform represents the developed FMware in a declara-
tive manner. In FMArts, the SOP-based workflow (either created
manually or by an FM) specifies the operating procedure, which is
represented as an execution graph. This execution graph is passed
on to a runtime component called fusion runtime, which determines
the optimal way to execute the SOP-based workflow through var-
ious graph and performance optimizations (e.g., elastic resource
auto-scaling). These optimizations are geared towards decreasing
the FM inference latency and data movement, as well as maximiz-
ing hardware utilization while still meeting SLAs. Ultimately, our
fusion runtime increases the overall performance of FMware sys-
tems by efficiently using the hardware. Finally, the fusion runtime
also supports a special type of cluster, which we call uni-cluster.
A uni-cluster is a single cluster that is specially designed to serve
multiple purposes, such as FM training, fine-tuning, serving, and
FM-based agent customization. In our experience, uni-clusters dras-
tically simplify the management of computing resources, resulting
in increased operations (Ops) team productivity.

3.9 Quality under Non-determinism
[ﬁ: Design, Dev. & Test] (0 Productivity) [0 Riskj

Description. Unlike the conventional Al models in Neuralware
which are often used in predictive tasks (e.g., classification, regres-
sion), FMware often utilizes FMs in tasks that are generative in na-
ture (e.g., content creation, reasoning and planning). Such difference
poses two unique challenges in evaluating the quality of FMware.
First, there exists no ground truth for a given input. Predictive tasks
often have a sole ground truth that can be compared against and al-
low quantitative evaluation of the quality of the Neuralware. On the
contrary, generative tasks often have more than one “correct” an-
swer, which can be semantically similar (e.g., for translation tasks)
or drastically different (e.g., for creative writing tasks). Hence, it is
challenging to define clear “pass/fail” criteria for FMware. Second,
now every test needs to deal with non-determinism and becomes
flaky [79, 80]. Ensuring the reproducibility of FMware is even more
challenging than that of Neuralware, invalidating the premise of
using test suites to evaluate the quality of FMware as it is neither
practical to list all potential variants of acceptable outputs [73], nor
will the testing results remain consistent across different runs. In
addition, testing FMware incurs substantial costs, as every request
to an FM carries a financial burden (e.g., 1-2 cents to run [79]).

State of practice. The current practices of evaluating the quality
of outputs from FMware either rely on human efforts, or involve
automated validation against a reference solution using another
high-performing FM such as GPT-4 [64]. For example, LangChain
documentation suggests using several FM-based evaluators and
ensuring reproducibility by setting a low temperature [55]. But even
setting the temperature to zero does not guarantee determinism
of the evaluator output [77]. Moreover, leveraging GPT-4 as an
evaluator to assess the quality of outputs generated by FMware only
achieves a correlation of 0.51 with human evaluation result [64],
posing risks on the reliability of the evaluation result.
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Innovation path. Novel approaches to define and evaluate the
quality of FMware, with reduced human effort yet high reliability
are needed. FMArts offers experiment and testing features to evalu-
ate multiple FMware variants (e.g., prompt, model, and inference
parameter combination) against a testing set of inputs. However,
it is still challenging to quantify and summarize the test results
without heavy human evaluation efforts.

3.10 Siloed Tooling & Lack of Process
Eﬁg All phases (cross—cutting)] [0 Productivityj (0 Risk] [0 Operational Cost)

Description. The complexity of developing FMware has led to an
explosion of siloed tools that only tackle a specific aspect of the
lifecycle [79]. For instance, there exist individual tools to support
data alignment (e.g., Snorkel Al [85] ), prompt engineering (e.g.,
Prompt IDEs from xAI [104] and IBM [91]), and agent orchestration
(e.g., Microsoft AutoGen Studio [100]).

The use of siloed tools slows down development due to cognitive
overload, context switching, and the need to implement integration
(glue) code for several interfaces that are managed by different
offering providers. Consequently, the pace at which software so-
lutions can produce business value is also slowed down. In our
experience, the siloed tool use also hinders the trustworthiness of
FMware applications, as the lack of standardized development tools
and practices leads to inefficient compliance & governance.

State of practice. No lifecycle engineering solution currently ex-
ists for developing FMware [79]. We do acknowledge, however,
the ongoing efforts of key industry players (e.g., PromptFlow by
Microsoft [70] and LangSmith [45] by Langchain). In the research
space, we also observe a few initiatives, such as (Bee)* [68] and
Prompt Sapper [22]. However, current solutions either cannot cover
the full lifecycle of FMware, missing critical considerations such
as compliance and trustworthiness, or offer little extensibility and
flexibility to integrate richer functionalities from the community.

Innovation path. Scalable and efficient development of FMware
can only be accomplished by means of a truly unified platform that
provides cradle-to-grave lifecycle support and offers flexibility for
choosing between capabilities and integrating them. Our platform
FMArts represents our effort towards achieving this goal.

4 CONCLUSION

The goal of this paper is to raise awareness of SE4FMware chal-
lenges that are observed in an industrial setting. But where should
we go from here? Fully tackling those challenges requires the de-
sign of breakthrough technologies, techniques, and standards. We
hope that our ten challenges will foster further discussions and
knowledge sharing between software engineering researchers in
industry and academia. In particular, we believe that certain chal-
lenges such as limited collaboration support (Section 3.6) can only be
overcome by creating community-wide initiatives (e.g., a strategic
consortium and interest groups) that carry out open discussions
and prescribe the involvement of the broader community of soft-
ware developers, industries, and open-source. More generally, we
hope that the disclosure of our challenges, progress, and solutions
will foster further explorations and discussions around the many
challenges of this nascent and yet important domain of FMware.
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